US 20100138533A1

a9 United States

a2y Patent Application Publication o) Pub. No.: US 2010/0138533 A1

Pauly 43) Pub. Date: Jun. 3, 2010
(54) METHOD OF IDENTIFYING A ROOT CAUSE Publication Classification
OF A NETWORK EVENT (51) Tnt.CL
75 1 . b Gunther Paul GOG6F 15/173 (2006.01)
fventor: uncan fyunther rauly, 52) UuSu Cle oo 709/224
Gloucestershire (GB) (52)
57 ABSTRACT
Correspondence Address: A method of identifying a root cause of an event in a network
Husch Blackwell Sanders, LLP oflinked entities. The method comprises: defining a plurality
Husch Blackwell Sanders LLP Welsh & Katz of signatures, each signature comprising one or more classes,
120 S RIVERSIDE PLAZA, 22ND FLOOR the classes being categorized by a taxonomy of classes;
CHICAGO, IL. 60606 (US) receiving a first message from the network; assigning one or
more of the signatures to the first message; establishing a set
(73) Assignee: ZENULTA LIMITED, Blinkworth, of one or more hypotheses, each hypothesis identifying:a
Wiltshire (GB) respective root cause; and one of the signatures assigned to
the first message; receiving one or more subsequent messages
(21) Appl. No.: 12/596.274 from the network; determining whether each subsequent
ppl. O ’ message matches a signature identified by a previously
. hypothesis; and generating an output based on the determi-
(22) PCT Filed: Apr. 15,2008 nation.
(86) PCT No.: PCT/GB2008/001326 Typically the method involves an element of human interac-
tion. Typically at least one of the signatures includes a class
§ 371 (o)(1), which encloses two or more subclasses categorized by the
(2), (4) Date: Feb. 15, 2010 taxonomy of classes. The ability to define signatures includ-
ing such higher level entity classes in the taxonomy enables a
(30) Foreign Application Priority Data human user to generate, store and edit generic hypotheses
quickly and intuitively, and/or provides an output which can
Apr. 18,2007  (GB) ooeveeeereeereeeereienan 0707513.8 be easily understood by a human user.
r
Network
L 1

'
Monitor 7 Network Analysis Engine
h

3

Signature
Store
5

{ Keyboard 6 J

Hypothesis
Store
8



AT

8
2l0)S

sisollodAid X

\\\}] g pleoghAay

US 2010/0138533 Al

o N~
kS

, N

7 e _

= 81015 auibul sisAjeuy YIoMISN ; wﬁ L JO}UON
> ainyeubig

(g\]

-

=

=

|

]
S}IOMISN w

, "B

Patent Application Publication



Jun. 3,2010 Sheet2 of 6 US 2010/0138533 Al

Patent Application Publication

lllllll -

[ o e e Y

Alddng
1aMod

0G

niels

180 ZHIN 0081

ﬁ

1OJUON w -

E?s_am EIYON G&E Too_o :oEEoog iﬁ?m BMON @LE
1S

B}ED

Jajjonuon w elep

- 1 e o o T T W e o o o]

e - o o e U NS R A S o T R e o e ey e e 6 e e S S

Aiddng
Jamod




Jun. 3,2010 Sheet 3 of 6 US 2010/0138533 Al

Patent Application Publication

ZHIN0O08!

ZHINOOS

18

WSO

zZ |9HON ;
\ \Z
[
a 4 ) J
JOJUO uossoug uossoug
/ L S ;
p 4 ™ J
J8jjonuon EDON BYON
J 1 ) \ )
4 0c
Ajlddng Jemod ; ¢
I |
i
Wwauodwo) Yopmg
i Z | |
\ |

¢ 'Bi4



Jun. 3,2010 Sheet 4 of 6 US 2010/0138533 Al

Patent Application Publication

8)Ig Uowwon

#
)

)auIgeD UoWWOoY)

HuA Moey uowuwon

S¢

\

poad snjeig

18|]0J1U0D uoWwoy

o

}20]|D uowwoD

pas4 ejeq

4

~

Alddng Jamod uowwio)

pas- lamod

e’ Ny

L_____J | | —

w
w ﬁ jeuonound y [BUOOBUUOD
I -
] \ .
ﬁ |eoibo jeoisAyd
I — - I
i
- ™
A uojjeIo0SSY
L

e




US 2010/0138533 Al

|jaAaT Jeubig Mo

abe)joa

ainjie4 Jamod

alnjied yuin
SUOREOIUNWWOYD

N, _____/

alnjed

uLey

a1y 1axoed ;
[gne uopsebuoy
©° laquinp jauueyd
S
=]
v SEMOLTY ODESsaN J
= uonsabuo) [puueyD p
-]
7
<
m ' I
M, snie1g Agpues Buiuiep
= \ J
= I
= i
' N
uoneLlo]
N T v, 1
i
obessaly
Zl

G ‘b1

Patent Application Publication

-/

(37



Jun. 3,2010 Sheet 6 of 6 US 2010/0138533 Al

Patent Application Publication

Auy © Mwixoid aringiiy
UONEI0SSY 19341 : AWXOId BARIAUUDD
Sse|D uonepossy Ajddng Jamod uowiwoy) : AjWxold SAREIO0SSY

<0

ssej) Anug Jusuodwo) : AjjLixold jeuolsund
(spuooas gL - |) : Ajuixosd jeiodwa)
ssejp abessapy uuejy ainjied : Awxold ooy

Nk

_
ze

(ag > ab=yoA) : Anwixold aApnqUlY
{suopeO0SSE aAYO3UL0S £ > ) & AjLXOld 8AND3LUOD
SSE|D) UOHEOSSY ¥OBY UDLILICY : AjLUpold BARBID0SSY

<0</

s5B|0) AUg Juauodwion) ; Aljwxoid [euoiouny
(spuooas g <) : Ajwixold jesodwa |
ssejo abessajy uuely ainjed : Anuxolq aido]

D PR

_
3%

(75 > 3aBEOA) : AfLuXOId BANNQUTY
UOREIOSSY 192110 : AlWNXQI] SARDULCD
SSBJQ) UDHEDDSSY Paad SMES : Ajluxold BA)eDossy

0L

sse|D Anu3z Jonuoly : Aiuxold feuojoung
(spuoass z — |) : Aljixoid jejodws )
sse|n abessoly wuejy anjjied 1amod : Ajuxoid oidoy

NoEE

o€

ve

Addng Jamod = ssejn) Ajug esned jooy
€ alnjieq Jamod Moey

9 b1



US 2010/0138533 Al

METHOD OF IDENTIFYING A ROOT CAUSE
OF ANETWORK EVENT

FIELD OF THE INVENTION

[0001] The present invention relates to a method of identi-
fying a root cause of an event in a network of linked entities.

BACKGROUND OF THE INVENTION

[0002] A number of correlation techniques are currently
available for identifying a root cause of an event in a network
of linked entities. These include rule sequence, state transi-
tion, code-book and case based analysis. Each of these exhib-
its flaws that reduce the effectiveness and worth of the corre-
lation process.

[0003] The correlation process may require precise and
complete modelling of the physical network topology for a
reasoned analysis of events. Any inaccuracies in the physical
topology model arising from unavailable, stale, incomplete or
incorrect information will undermine the accuracy of any
analysis performed.

[0004] Moreover, the model used to depict the network
structure may be rigid and unable to dynamically adapt to new
information about network entity configuration and topology
changes, creating inevitable errors in the correlation process
when changes to the network occur.

[0005] The rules that guide the correlation process can be
non-intuitive and make the analysis of the root cause event
opaque and incomprehensible to human observers, which
limits the trust that humans will place on the outcome of any
analysis and restricts their ability to recognize why or where
an outcome is inaccurate. This hinders the evolution of the
correlation process in becoming a more consistent, accurate
and complete process by restricting human interaction in the
correlation process.

[0006] The context used for aggregating events under a
common cause may be transient causing related events to be
missed when they are delayed by communication lags and
failures and arrive after the relevant correlation context has
lapsed.

[0007] The overhead of the correlation process itself may
enforce restrictions on the throughput of the events consid-
ered for correlation and the volume of events received for
correlation may be attenuated by prior filtering and consoli-
dation, which inevitably limit the information available to the
correlation process and its accuracy.

[0008] The correlation model may recognize only narrow
aspects of network functionality and associated operational
activities and be unaware of all the information relevant to
network status and performance. A partial view of the infor-
mation relevant to a situation undermines the accuracy of the
analysis performed around it.

SUMMARY OF THE INVENTION

[0009] A first aspect of the invention provides a method of
identifying a root cause of an event in a network of linked
entities, the method comprising:

[0010] a. defining a plurality of signatures, each signa-
ture comprising one or more classes, the classes being
categorized by a taxonomy of classes;

[0011] b. receiving a first message from the network;

[0012] c. assigning one or more of the signatures to the
first message;
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[0013] d. establishing a set of one or more hypotheses,

each hypothesis identifying:

[0014] 1i. a respective root cause; and

[0015] ii. one of the signatures assigned to the first
message;

[0016] e. receiving one or more subsequent messages
from the network;

[0017] {f. determining whether each subsequent message
matches a signature identified by a hypothesis estab-
lished in step d; and

[0018] g. generating an output based on the determina-
tion in step f.

[0019] Typically the method involves an element of human
interaction. That is, a human may provide input into step a. of
the process, and/or may be presented with the output gener-
ated in step g. Typically at least one of the signatures defined
in step a. may include a class which encloses two or more
subclasses categorized by the taxonomy of classes. The abil-
ity to define signatures including such higher level entity
classes in the taxonomy enables such a human user to gener-
ate, store and edit generic hypotheses quickly and intuitively,
and/or provides an output which can be easily understood by
such a human user.

[0020] Typically at least one of the signatures comprises a
plurality of envelope sets each comprising a set of classes;
wherein each envelope set is associated with one or more
sub-events related to the root cause; and wherein a signature
is assigned to the first message in step c if the first message
matches a set of classes in at least one of that signature’s
envelope sets.

[0021] Typically at least one of the signatures comprises a
message class categorized by a taxonomy of message classes
and defining a message topic; and wherein steps ¢ and f
comprise matching a message class of the message with the
message class of the signature.

[0022] Typically atleast one of the signatures comprise one
or more entity classes categorized by a taxonomy of entity
classes, each entity class defining an entity type; and steps ¢
and f comprise matching an entity class of the message with
the entity class of the signature.

[0023] Typically atleast one of the signatures comprise one
or more association classes categorized by a taxonomy of
association classes, each association class defining a type of
connection between two directly communicating entities; and
steps ¢ and f comprise matching an association class of the
message with the association class of the signature.

[0024] Typically the method further comprises giving the
one or more hypotheses scores, and amending the scores
when the signatures associated with them match subsequent
received messages. In this case the method may further com-
prise promoting a hypothesis to an elected phase when its
score reaches a predetermined level, increasing its score
when the signature associated with it matches a message, and
decreasing the score of any other co-existing hypotheses
whose signature also matches the message.

[0025] Typically step f comprises comparing an observa-
tion time associated with the subsequent message with an
event time associated with the hypothesis established in step
d.

[0026] A second aspect of the invention provides a method
of identifying a root cause of an event in a network of linked
entities, the method comprising:

[0027] a. receiving a first message from the network;

[0028] b. establishing a first hypothesis associated with
the first message;
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[0029] c. receiving one or more subsequent messages
from the network;

[0030] d. for each subsequent message:
[0031] 1. establishing a new hypothesis, and;
[0032] 1ii. determining whether the subsequent mes-

sage matches any previously established hypothesis
by comparing an observation time associated with the
message with an event time associated with the
hypothesis; and
[0033] e. generating an output based on the determina-
tion in step d.ii.
[0034] By establishing a new hypothesis for each subse-
quent message as well as matching against previously estab-
lished hypotheses, the method can provide an accurate esti-
mation of the root cause. Note that some received messages
may not establish new hypotheses, for instance if they do not
match a previously defined signature.
[0035] A further aspect of the invention provides a network
analysis engine configured to identify a root cause of an event
in a network of linked entities by the method of any preceding
aspect.
[0036] A further aspect of the invention provides a program
or suite of programs for controlling the operating of a network
analysis engine, the program(s) being arranged when
executed to control the network analysis engine so as to
operate in accordance with the method of any previous aspect.
[0037] Although the embodiment below describes the
invention in the context of a telecommunication network, this
is for illustrative purposes only and the invention can be used
to identify a root cause of an event in any network of linked
entities.

BRIEF DESCRIPTION OF THE DRAWINGS

[0038] Embodiments of the invention will now be
described with reference to the accompanying drawings, in
which:

[0039] FIG.1is a schematic view of a system architecture;
[0040] FIG. 2 shows a portion of the network;
[0041] FIG. 3 shows an entity taxonomy;
[0042] FIG. 4 shows an association taxonomy;
[0043] FIG. 5 shows a message taxonomy; and
[0044] FIG. 6 shows a signature.
DETAILED DESCRIPTION OF
EMBODIMENT(S)
[0045] FIG. 1 illustrates a telecommunication network 1, a

portion 2 of the network being shown in FIG. 2. The network
1is a graph of entities linked by associations, the associations
being indicated by block arrows. Each entity provides a
physical or logical function that contributes to the overall
service provided by the network. Functional links between
entities that do not directly represent physical assets of the
network are known as “associations”.

[0046] Entities report messages to a network analysis
engine 3 shown in FIG. 1. These messages notify the engine
3 of functional performance and significant events. When a
single abnormality (or other event) occurs within the network
1, one or more entities may notify the engine 3 of alarm
conditions associated directly or indirectly with the abnor-
mality. To a network observer, the root cause of the abnor-
mality may not be immediately apparent from the various
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messages notified. Indeed, a large volume of indirectly symp-
tomatic messages may serve to conceal the most indicative
and relevant messages.

[0047] The engine 3 performs network event correlation to
collect and aggregate the related symptomatic messages and
discern a common aspect in order to suggest a root cause for
the abnormality. The engine 3 performs event aggregation, as
described in further detail below, to reduce the volume of
information that has to be assimilated by network observers to
promote clarity and assist in focusing effort at identifying the
root cause.

[0048] The entities in the network are categorized by the
engine 3 into a complete taxonomy of entity classes shown in
FIG. 3. The taxonomy is rooted by a single generic and
indistinct entity class 10, and each subclass inherits the prop-
erties of its enclosing class. The entity taxonomy of FIG. 3 is
stored by the engine 3 in a taxonomy store 4 shown in FIG. 1.
[0049] An association symbolizes the connection between
two directly communicating entities within the network. An
association is passive, but is purposeful and every association
in the network is categorized within a complete taxonomy of
association classes shown in FIG. 4. The taxonomy is rooted
by a single generic and indistinct association class 11 and
each subclass inherits the properties of its enclosing class.
The association taxonomy of FIG. 4 is stored by the engine 3
in the taxonomy store 4 shown in FIG. 1 along with the entity
taxonomy.

[0050] A message conveys information about an event rel-
evant to an entity associated with the network. A message
may raise an event or may clear a pre-existing event. A mes-
sage may be the event itself, in which case it is never cleared.
[0051] A message is issued by an observing entity at an
observation time and contains information about an observed
entity associated directly or indirectly with the observing
entity.

[0052] Every message topic is categorized within a com-
plete taxonomy of message classes shown in FIG. 5. The
taxonomy is rooted by a single generic and indistinct message
class 12 and each subclass inherits the properties ofits enclos-
ing class. The message taxonomy of FIG. 5 is stored along
with the other taxonomies in the taxonomy store 4 shown in
FIG. 1.

[0053] Every message has a perceived severity of critical,
major, minor, information or unknown. This severity is speci-
fied for every message class in the taxonomy of message
classes. For example, with reference to FIG. 5, all failure
messages may have a severity of “major” and all warning
messages may have a severity of “minor”.

[0054] Every message also has a priority of resolution
which is a number from a bounded range of possible numbers.
This priority is specified for every message class in the tax-
onomy of message classes. For example, with reference to
FIG. 5, all failure messages may have a priority of8/10 and all
warning messages may have a priority of 3/10. The priority is
used to order messages of a common severity to apply a
relative scale of importance. For example one critical mes-
sage may have a higher priority than another critical message
to indicate it needs attention first—even though both indicate
a major problem that needs urgent attention.

[0055] Attributes represent the aspects of the state of enti-
ties, and entities of a common class will be characterized by
common attributes. For example, with reference to FIG. 3,
entities 20,21 in the “GSM switch” class will have a common
“GSM switch” attribute.
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[0056] Messages impart information about attributes asso-
ciated with an observed entity. For example, with reference to
FIG. 5 the power failure message (40) has a voltage attribute
that specifies the current voltage level provided by the power
supply entity under the current failure condition.

[0057] The correlation method performed by the network
analysis engine 3 simultaneously gathers symptomatic mes-
sages under multiple speculative hypotheses. Each hypoth-
esis associates messages under a message signature centred
on a candidate entity in the network proposed as the hypo-
thetical root cause.

[0058] Eachhypothesis is derived from a signature which is
generated, stored and edited by user input, via keyboard 6 (or
some other input device). The user generates the signatures by
having knowledge and experience of the failure modes of the
network. Furthermore, the user may refine the signatures over
time by reviewing historical message data and analyzing its
associated root causes. The signatures are stored in a signa-
ture store 5 shown in FIG. 1.

[0059] FIG. 6 gives an example of a signature 34. The
signature comprises three envelope sets 30-32, each associ-
ated with a hypothetical root cause 33. In this case the hypo-
thetical root cause 33 is Rack Power Failure. Note that the
signature 34 is generic, in the sense that it does not refer to a
specific candidate entity within the network. Each envelope
set 30-32 comprises a set of proximity envelopes. Each enve-
lope set collates observed messages under a conjunctive
orthogonal proximity envelope relative to the hypothetical
root cause 33. For example the set 30 comprises six proximity
envelopes, each envelope defining a topical, temporal, func-
tional, associative, connective or attributive proximity.
[0060] The stringency of each envelope for associating
messages can be as strong or weak as the generality of the
signature requires.

[0061] A topical proximity envelope applies a message
classification envelope to a symptomatic message. For
example the topical proximity envelope for the set 30 defines
a “Power Failure Alarm” message class, indicated at 40 in
FIG. 5. Any symptomatic messages that fall outside the mes-
sage classification envelope (in other words any messages
which are not “Power Failure Alarm” messages) are excluded
from the hypothesis. A topical proximity envelope is able to
refer to any entity class within the message class taxonomy
shown in FIG. 5.

[0062] Note that the “Power Failure” message class 40
defined by the set 30 is at the lowest level of the taxonomy of
FIG. 5, and is a subclass enclosed by the higher level “Failure
Alarm” message class 41. In contrast, the “Failure Alarm”
message class 41 defined by the sets 31 and 32 is a higher level
class which encloses the subclass 40, as well as one other
subclass (the “Communications Link Failure” subclass). The
ability to define such higher level entity classes enables a user
to generate, store and edit generic signatures quickly and
intuitively.

[0063] A temporal proximity envelope applies a time enve-
lope to the observation time of a symptomatic message rela-
tive to the event time of the hypothetical root cause. For
example the temporal proximity envelope for the set 30
defines an observation time of 1-2 seconds relative to the
event time of the hypothetical root cause. Any symptomatic
messages with an observation time outside the time envelope
are excluded from the hypothesis.

[0064] A functional proximity envelope applies an entity
classification envelope to the observed entity notifying a
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symptomatic message. For example the functional proximity
envelope for the set 30 defines a “Monitor” entity class,
indicated at 22 in FIG. 3, whereas the functional proximity
envelopes for the sets 31 and 32 define a “Component” entity
class, indicated at 23 in FIG. 3. Any symptomatic messages
for an observed entity that fall outside of the classification
envelope are excluded from the hypothesis. A functional
proximity envelope is able to refer to any entity class within
the entity class taxonomy shown in FIG. 3.

[0065] Note that the “Monitor” entity class 22 defined by
the set 30 is at the lowest level of the taxonomy of FIG. 3, and
is a subclass enclosed by the higher level “Component” entity
class 23. In contrast, the “Component” entity class 23 defined
by the sets 31 and 32 is a higher level class which encloses the
subclass 22, as well as two other subclasses (the “Power
Supply” and “Controller” subclasses). The ability to define
such higher level entity classes in the taxonomy enables a user
to generate, store and edit generic signatures quickly and
intuitively.

[0066] An associative proximity envelope applies an asso-
ciation classification envelope to the associations between the
hypothetical root cause entity and the observed entity identi-
fied in a symptomatic message. For example the associative
proximity envelope for the set 30 defines a “Status Feed”
association class, indicated at 25 in FIG. 4. Any symptomatic
messages for an observed entity that fall outside of the asso-
ciation classification envelope are excluded from the hypoth-
esis. An associative proximity envelope is able to refer to any
association class within the association class taxonomy
shown in FIG. 4.

[0067] Note that the association classes defined by the sets
30-32 are all at the lowest level of the taxonomy of FIG. 4.
However, alternative signature sets may define higher level
association classes such as “Connectional” or “Spatial”,
enabling a user to generate, store and edit generic signatures
quickly and intuitively.

[0068] A connective proximity envelope applies an asso-
ciation distance envelope to the associations between the
hypothetical root cause entity and the observed entity identi-
fied in a symptomatic message. The concept of “association
distance” can be illustrated with reference to FIG. 2. For
example the Controller has a “Direct” association with the 3G
Nokia Switch, since they have a “data” association linking
them directly. By contrast, the Controller has an “Indirect”
association with the Monitor, since they are linked indirectly
via the 3G Nokia Switch. The connective proximity envelope
for the set 30 shown in FIG. 6 defines a “Direct” association
between the observed entity and the hypothetical root cause
entity. Any symptomatic messages for an observed entity that
fall outside of the association distance envelope are excluded
from the hypothesis.

[0069] An attributive proximity envelope applies a value
envelope to an attribute notified in a symptomatic message.
For example the attributive proximity envelope for the set 30
defines an attribute value of “Voltage <5V”. Any symptom-
atic messages with an attribute value that falls outside of the
attribute value envelope are excluded from the hypothesis.
[0070] The method of operation of the network analysis
engine will now be described.

[0071] When a first message is received by the engine 3
from network 1, the engine 3 looks up the message in the
taxonomy store 4 and assigns it a set of classes and sub-
classes.
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[0072] The engine 3 then retrieves all signatures in signa-
ture store 5 which have at least one envelope set matching the
set of classes and subclasses assigned to the first message. In
this step, the engine may retrieve zero signatures, or more
likely a large number of signatures. The engine 3 then estab-
lishes a hypothesis for each signature, and stores them in an
established hypothesis store 8. Each established hypothesis
specifies: a respective root cause (identifying a particular
entity and event time); and a signature associated with that
root cause.

[0073] For example, if the received message is a power
failure alarm message with a voltage attribute <5V, from a
monitor with a direct association with a power supply, and a
“status feed” association with that power supply, then it
matches the envelope set 30 shown in FIG. 6. The engine
therefore establishes a new “Rack Power Failure” hypothesis
which identifies a specific power supply entity (for instance
the power supply 50 in FIG. 2) and an event time relative to
the observation time of the failure alarm message. In this case
the event time will be 2 seconds before the observation time of
the failure alarm message.

[0074] Each established hypothesis has a hypothesis score
(initially set to zero).

[0075] The engine 3 then compares subsequent messages
with all previously established hypotheses in the hypothesis
store 8. If a subsequent message falls within the classes iden-
tified by one or more of the envelope sets defined by a hypoth-
esis, then the score of that hypothesis is increased. A message
may be matched by more than one envelope, but this is more
likely by accident than design, so the message should only
contribute towards the score once, even if it matches two
envelopes.

[0076] As well as comparing subsequent messages with all
established hypotheses, the engine 3 also establishes a new
set of hypotheses for each subsequent message having at least
one matching signature. A message will not generate a new
hypothesis if there are no matching signatures. A significant
proportion of messages may never initiate a hypothesis and
remain un-correlated.

[0077] Each message gathered under an established
hypothesis increases the score of that hypothesis (or in some
cases, decreases its score-see the section below describing the
elected phase). As the score of a hypothesis changes, the
hypothesis evolves through multiple phases. The possible
phases for a hypothesis are: the anticipated phase, suspected
phase, elected phase, cleared phase, completed phase, sus-
pended phase, confirmed phase, refuted phase and the aban-
doned phase. Thus, as the score of a hypothesis increases, it
moves up from the anticipated phase, to the suspected phase
and so on.

[0078] The anticipation phase is an initial phase when there
are very few messages associated with the hypothesis and
there is little evidence to support the hypothesis.

[0079] The next phase is a suspected phase when there are
enough messages gathered under the hypothesis to make it
probable.

[0080] The elected phase is when the evidence is strong
enough to make the hypothesis definite. At this point, each
subsequent message gathered under the newly elected
hypothesis is “revoked” for any co-existing un-elected
hypothesis that shares the same message. In other words, any
co-existing un-elected hypothesis that shares the same mes-
sage has its score reduced instead of increased.
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[0081] Each signature 34 is associated with a particular
signature event. For instance, the signature 34 is associated
with a rack power failure event. Also, each envelope 30-32 is
associated with one or more sub-events, which are related in
turn to the signature event. For instance the envelope 30 is
associated with a monitor power failure event, occurring 1-2
seconds after the rack power failure event. A monitor power
failure alarm (message) will be issued when the monitor
power failure (event) occurs. Subsequently, the monitor
power failure will be rectified and another message will be
issued by the network 1 to the network analysis engine 3. At
this point, the event is “cleared” by the network analysis
engine 3. The cleared phase is when sufficient events have
been cleared in an elected hypothesis. Thereafter a cleared
hypothesis will only absorb messages related to events it has
already cleared and will continue to absorb them until it
expires. That is, once a hypothesis is cleared it will only
collect messages that clear events it has already correlated.
Note that a message may also indicate a change in circum-
stance for an event—eg change in severity or change in details
for a power failure.

[0082] The completed phase is when all significant activity
against a hypothesis has lapsed.

[0083] The engine simultaneously evaluates multiple
speculative hypotheses, allowing each hypothesis to evolve
until a single hypothesis can be resolved and elected as the
root cause.

[0084] The suspended phase is when a hypothesis fails to
progress to a subsequent phase in the required time. It is
suspended pending further activity or until it expires.

[0085] A hypothesis enters the abandoned phase when at
least one message matching the hypothesis is revoked by an
elected hypothesis.

[0086] The confirmed phase is when a human operator
manually confirms (via keyboard 6) the hypothesis that has
yet to become elected and is treated as an elected phase in all
other respects.

[0087] The refuted phase is when a human operator manu-
ally refutes (via keyboard 6) the hypothesis irrespective of
whether it has become elected and is treated as an abandoned
phase in all other respects.

[0088] A hypothesis expires when it completes, or when it
has remained suspended and inactive for a sufficient period of
time.

[0089] The phases of a hypothesis progress linearly as
thresholds are reached. These thresholds may be expressed
as: a) volumes of distinct messages, b) distinct events or ¢)
distinct entities, as discussed in detail below.

[0090] a)Number of different messages. In this example,
ahypothesis moves into a new phase when the number of
messages matching that hypothesis exceeds a threshold
(independently of the number of actual events). The
threshold can be expressed as:

[0091] i) total number of messages accumulated over
the life of the hypothesis;

[0092] ii) average number of messages accumulated
per specified time period;

[0093] iii) average number of messages per envelope/
event; or

[0094] iv) average number of messages per entity.

[0095] b) Number of separate events. In this example, a
hypothesis moves into a new phase when the number of
matched sub-events exceeds a threshold, regardless of
the number of messages notified about each sub-event.
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For example in the case of FIG. 6 there are three sub-
events associated with the signature, and each sub-event
has a particular envelope 30-32. When a message is
received which matches the envelope 30, then that sub-
event is “matched”. When the number of matched sub-
events (or envelopes) exceeds a threshold then the
hypothesis changes phase. The threshold can be
expressed as:
[0096] 1) total number of events accumulated over the
life of the hypothesis;
[0097] 1ii) average number of events accumulated per
specified time period;
[0098] iii) average number of events per entity.
[0099] c¢) Number of network entities. Each message is
associated with a particular network entity. In this
example, a hypothesis changes phase when messages
are matched with that hypothesis which are associated
with a number of network entities above a threshold. The
threshold can be expressed as:
[0100] 1)total number of entities accumulated over the
life of the hypothesis; or
[0101] 1ii) average number of entities accumulated per
specified time period.
[0102] Each phase has a timeout such that if it fails to
progress to the next phase in that time, the hypothesis can
either automatically progress to the next phase or can be
suspended until it either expires or new relevant messages are
observed later at which point it reverts back to its phase prior
to suspension.
[0103] Each hypothesis has a defined severity of critical,
major, minor, information or unknown and the severity
remains unchanged throughout its lifetime, other than by
optional assignment by human operator.
[0104] Each phase of a hypothesis has a defined priority
within a bounded range of priority numbers. Each hypothesis
has one priority defined. This is used to prioritize hypotheses
with the same severity, similar to the message priority
described above.
[0105] Every hypothesis notifies of a phase change by out-
putting one or more messages when the phase change occurs.
These messages are of a class nominated by the signature
from the complete taxonomy of message classes and can be
issued singularly for the phase or in response to each distinct
message, event or entity observed during a phase. Each mes-
sage can be targeted at specific entities or specific entity
classes near the candidate root cause entity. The observation
time for the notification is the time of the phase change; the
observed and observing entities are the correlation system
itself; and the event notified is the specific phase change for
that specific hypothesis. The severity and priority of the mes-
sage notified are those of the hypothesis at the time of notifi-
cation. Such messages may or may not be correlated under
other signatures for additional hypotheses.
[0106] Each message collected under one or more hypoth-
eses is only visible to human operators and other network
management processes within the context of the hypotheses
to which it has been associated.
[0107] Each message that fails to be collected under any
hypothesis is made directly visible to human operators and
other network management processes.
[0108] The output generated by the process may be dis-
played on monitor 7, printed, stored or transmitted electroni-
cally to a remote client. An example of the output generated
by the process is given in Table 1 below:
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TABLE 1

Candidate

Root Cause
Signature Entity Severity Event Time % Elected
Rack Power power supply  major 12:00:45 75%
Failure 50
Clock Low common clock minor 08:14:26 100%

Signal Level 51

[0109] Table 1 lists two hypotheses. The first hypothesis is
a power failure in the power supply 50 shown in FIG. 2, at
12:00:45. This is categorized as a major incident and is not yet
elected. The second hypothesis is a clock failure in the com-
mon clock 51 shown in FIG. 2, at 08:14:26. This is catego-
rized as a minor incident and is 100% elected.

[0110] Although the invention has been described above
with reference to one or more preferred embodiments, it will
be appreciated that various changes or modifications may be
made without departing from the scope of the invention as
defined in the appended claims.

1. A method of identifying a root cause of an event in a
network of linked entities, the method comprising:

a. defining a plurality of signatures, each signature com-
prising one or more classes, the classes being catego-
rized by a taxonomy of classes;

b. receiving a first message from the network;

c. assigning one or more of the signatures to the first mes-
sage;

d. establishing a set of one or more hypotheses, each
hypothesis identifying:

1. a respective root cause; and
ii. one of the signatures assigned to the first message;

e. receiving one or more subsequent messages from the
network;

f. determining whether each subsequent message matches
a signature identified by a hypothesis established in step
d; and

g. generating an output based on the determination in step
f.

2. The method of claim 1 wherein at least one of the
signatures comprises a plurality of envelope sets each com-
prising a set of classes; wherein each envelope set is associ-
ated with one or more sub-events related to the root cause; and
wherein a signature is assigned to the first message in step c if
the first message matches a set of classes in at least one of that
signature’s envelope sets.

3. The method of claim 1 wherein at least one of the
signatures comprises a message class categorized by a tax-
onomy of message classes and defining a message topic; and
steps ¢ and f comprise matching a message class of the mes-
sage with the message class of the signature.

4. The method of claim 1 wherein at least one of the
signatures comprise one or more entity classes categorized by
a taxonomy of entity classes, each entity class defining an
entity type; and steps ¢ and f comprise matching an entity
class of the message with the entity class of the signature.

5. The method of claim 1 wherein at least one of the
signatures comprise one or more association classes catego-
rized by a taxonomy of association classes, each association
class defining a type of connection between two directly
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communicating entities; and wherein steps ¢ and f comprise
matching an association class of the message with the asso-
ciation class of the signature.

6. The method of claim 1 wherein at least one of the
signatures includes a class which encloses two or more sub-
classes categorized by the taxonomy of classes.

7. The method of claim 1 wherein the signatures are defined
by a human in step a.

8. The method of claim 1 further comprising giving the one
ormore hypotheses scores, and amending the scores when the
signatures associated with them match subsequent received
messages.

9. The method of claim 8 further comprising promoting a
hypothesis to an elected phase when its score reaches a pre-
determined level, increasing its score when the signature
associated with it matches a message, and decreasing the
score of any other co-existing hypotheses whose signature
also matches the message.

10. The method of claim 1 wherein step f comprises com-
paring an observation time associated with the subsequent
message with an event time associated with the hypothesis
established in step d.

11. A method of identifying a root cause of an event in a
network of linked entities, the method comprising:

a. receiving a first message from the network;

b. establishing a first hypothesis associated with the first
message;

c. receiving one or more subsequent messages from the
network;
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d. for each subsequent message:

i. establishing a new hypothesis, and;

ii. determining whether the subsequent message
matches any previously established hypothesis by
comparing an observation time associated with the
message with an event time associated with the
hypothesis; and

e. generating an output based on the determination in step

d.ii.

12. The method of claim 11 further comprising defining a
plurality of signatures, wherein any subsequent message
which does not match one of the signatures does not establish
a new hypothesis.

13. The method of claim 11 further comprising presenting
the output to a user.

14. A network analysis engine configured to identify a root
cause of an event in a network of linked entities by the method
of claim 1.

15. A program or suite of programs for controlling the
operating of a network analysis engine, the program(s) being
arranged when executed to control the network analysis
engine so as to operate in accordance with the method of
claim 1.

16. A network analysis engine configured to identify a root
cause of an event in a network of linked entities by the method
of claim 11.

17. A program or suite of programs for controlling the
operating of a network analysis engine, the program(s) being
arranged when executed to control the network analysis
engine so as to operate in accordance with the method of
claim 11.



